
 

Biological Attack Preparedness 
 

How to prepare prior to an attack: 

Check with your doctor to ensure all required or suggested 
immunizations are up to date. Children and older adults are 
particularly vulnerable to biological agents. 

*Consider installing a High Efficiency Particulate Air (HEPA) filter in your furnace 
return duct. These filters remove particles in the 0.3 to 10 micron range and will filter out 
most biological agents that may enter your house. If you do not have a central heating or 
cooling system, a stand-alone portable HEPA filter can be used. 

During an attack: 

In the event of a biological attack, public health officials may not immediately be able to 
provide information on what you should do. It will take time to determine what the illness 
is, how it should be treated, and who is in danger. Watch television, listen to radio, or 
check the Internet for official news and information including signs and symptoms of the 
disease, areas in danger, if medications or vaccinations are being distributed, and where 
you should seek medical attention if you become ill. 

The first evidence of an attack may be when you notice symptoms of the disease caused 
by exposure to an agent. Be suspicious of any symptoms you notice, but do not assume 
that any illness is a result of the attack. Use common sense and practice good hygiene. 

If you become aware of an unusual and suspicious substance nearby: 

• Move away quickly. 
• Wash with soap and water. 
• Contact authorities. 
• Listen to the media for official instructions. 
• Seek medical attention if you become sick.  

If you are exposed to a biological agent: 

• Remove and bag your clothes and personal items. Follow official instructions for 
disposal of contaminated items. 

• Wash yourself with soap and water and put on clean clothes. 
• Seek medical assistance. You may be advised to stay away from others or even 

quarantined.  
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Following a biological attack: 
 
In some situations, such as the case of the anthrax letters sent in 2001, people may be 
alerted to potential exposure. If this is the case, pay close attention to all official warnings 
and instructions on how to proceed. The delivery of medical services for a biological 
event may be handled differently to respond to increased demand. The basic public health 
procedures and medical protocols for handling exposure to biological agents are the same 
as for any infectious disease. It is important for you to pay attention to official 
instructions via radio, television, and emergency alert systems. 
 

*Using HEPA Filters 

HEPA filters are useful in biological attacks. If you have a central heating and cooling 
system in your home with a HEPA filter, leave it on if it is running or turn the fan on if it 
is not running. Moving the air in the house through the filter will help remove the agents 
from the air. If you have a portable HEPA filter, take it with you to the internal room 
where you are seeking shelter and turn it on. 

HEPA filters will not filter chemical agents. 
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Chemical Attack Preparedness 
 

How to prepare prior to an attack: 

Check your disaster supplies kit to make sure it includes: 
• A roll of duct tape and scissors. 
• Plastic for doors, windows, and vents for the room in which you will shelter in                                

place. To save critical time during an emergency, pre-measure and cut the plastic 
sheeting for each opening. 

 
Choose an internal room to shelter, preferably one without windows and on the 
highest level.  

During an Attack: 

If you are instructed to remain in your home or office building, you should: 

• Close doors and windows and turn off all ventilation, including furnaces, air 
conditioners, vents, and fans. 

• Seek shelter in an internal room and take your disaster supplies kit. 
• Seal the room with duct tape and plastic sheeting. 
• Listen to your radio for instructions from authorities.  
 

If you are caught in or near a contaminated area, you should: 
• Move away immediately in a direction upwind of the source. 
• Find shelter as quickly as possible.  
 

Following a chemical attack: 
 
Decontamination is needed within minutes of exposure to minimize health consequences. 
Do not leave the safety of a shelter to go outdoors to help others until authorities 
announce it is safe to do so.  

A person affected by a chemical agent requires immediate medical attention from a 
professional. If medical help is not immediately available, decontaminate yourself and 
assist in decontaminating others. 

Decontamination guidelines are as follows: 
• Use extreme caution when helping others who have been exposed to chemical 

agents. 
• Remove all clothing and other items in contact with the body. Contaminated 

clothing normally removed over the head should be cut off to avoid contact with 

 extension.usu.edu 



eyes, nose, and mouth. Put contaminated clothing and items into a plastic bag and 
seal it. Decontaminate hands using soap and water. Remove eyeglasses or contact 
lenses. Put glasses in a pan of household bleach to decontaminate them, and then 
rinse and dry. 

• Flush eyes with water. 
• Gently wash face and hair with soap and water before thoroughly rinsing with 

water. 
• Decontaminate other body areas likely to have been contaminated. Blot (do not 

swab or scrape) with a cloth soaked in soapy water and rinse with clear water. 
• Change into uncontaminated clothes. Clothing stored in drawers or closets is 

likely to be uncontaminated. 
• Proceed to a medical facility for screening and professional treatment.  
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Nuclear Blast Preparedness 
 

How to prepare prior to a nuclear attack: 

• Find out from officials if any public buildings in your community have been 
designated as fallout shelters. If none have been designated, make your own list of 
potential shelters near your home, workplace, and school. These places would 
include basements or the windowless center area of middle floors in high-rise 
buildings, as well as subways and tunnels. 

• During periods of increased threat increase your disaster supplies to be adequate 
for up to two weeks.  

Taking shelter during a nuclear blast is absolutely necessary. There are two kinds of 
shelters - blast and fallout. The following describes the two kinds of shelters: 

• Blast shelters are specifically constructed to offer some protection against blast 
pressure, initial radiation, heat, and fire. But even a blast shelter cannot withstand 
a direct hit from a nuclear explosion. 

• Fallout shelters do not need to be specially constructed for protecting against 
fallout. They can be any protected space, provided that the walls and roof are 
thick and dense enough to absorb the radiation given off by fallout particles.  

 

During an attack: 

The following are guidelines for what to do in the event of a nuclear explosion. 

If an attack warning is issued: 

• Take cover as quickly as you can, below ground if possible, and stay there until 
instructed to do otherwise. 

• Listen for official information and follow instructions.  

If you are caught outside and unable to get inside immediately: 

• Do not look at the flash or fireball – it can blind you. 
• Take cover behind anything that might offer protection. 
• Lie flat on the ground and cover your head. If the explosion is some distance 

away, it could take 30 seconds or more for the blast wave to hit. 
• Take shelter as soon as you can, even if you are many miles from ground zero 

where the attack occurred – radioactive fallout can be carried by the winds for 
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hundreds of miles. Remember the three protective factors: Distance, shielding, 
and time.  

 
Following a nuclear attack: 

Decay rates of the radioactive fallout are the same for any size nuclear device. However, 
the amount of fallout will vary based on the size of the device and its proximity to the 
ground. Therefore, it might be necessary for those in the areas with highest radiation 
levels to shelter for up to a month. 

The heaviest fallout would be limited to the area at or downwind from the explosion, and 
80 percent of the fallout would occur during the first 24 hours. 

People in most of the areas that would be affected could be allowed to come out of 
shelter within a few days and, if necessary, evacuate to unaffected areas. 

Remember the following when returning home: 

• Keep listening to the radio and television for news about what to do, where to go, 
and places to avoid. 

• Stay away from damaged areas. Stay away from areas marked “radiation hazard” 
or “HAZMAT.” Remember that radiation cannot be seen, smelled, or otherwise 
detected by human senses. 
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